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1. DEFINITION OF TERMS

1.  DEFINICE POJMU

1.1. Services: any performance provided by the
Supplier to the User in connection with the AVAplace
product and/or SPA based on the applicable Contractual
relations.

1.1. Sluzby: jakékoliv plnéni poskytované UZivateli
Dodavatelem v souvislosti s produktem AVAplace
a/nebo DA na zakladé platnych Smluvnich vztahd.

Terms not modified herein are specified in the FBTC.

Pojmy zde neupravené jsou stanoveny v ROP.

2. INTRODUCTORY PROVISIONS

2.  UVODNi USTANOVENI

2.1. The Supplier hereby declares that personal data
protection is approached with the utmost care and it
processes personal data in full compliance with the legal

2.1. Dodavatel timto deklaruje, Ze k ochrané osobnich
udaja pristupuje s maximalni moznou péci a zpracovava
osobni Udaje zcela v souladu s pravnimi predpisy na
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regulations on personal data protection, in particular the
GDPR.

ochranu osobnich Gdajl, zejména Obecnym nafizenim
GDPR.

2.2. The purpose of this document is to provide data
subjects (i.e. End Users) with a summary overview of the
manner in which the Supplier processes personal data,
i.e., particularly information about the categories of
personal data processed, the scope and purpose for
which it is processed, about the persons to whom the
personal data is transferred, as well as information about
the rights of data subjects in relation to the processing of
personal data.

2.2.  Ucelem tohoto dokumentu je poskytnout
subjektlim Gdajd (tedy Koncovym uZivateldm) souhrnny
prehled informaci o tom, jakym zplUsobem Dodavatel
zpracovava osobni udaje — tj. zejména informace o
kategoriich zpracovavanych osobnich Udajd, rozsahu a
Ucelu, pro ktery jsou zpracovavany, o osobach, kterym
jsou osobni Udaje preddvany, a dale informace o pravech
subjektl udaji v souvislosti se zpracovanim osobnich
udaja.

2.3. In this case, each End User is a data subject. The
data subject may also ultimately directly be the User, if
the User is a natural person — entrepreneur (User and
End User are in such case the same entity).

2.3. Subjektem udaji je vtomto ptipadé kaZdy
Koncovy uzivatel. Subjektem Gdaji mGze byt v konec¢ném
disledku rovnéz prfimo UZivatel, pokud Uzivatele
predstavuje fyzickd osoba — podnikatel (UZivatel a

Koncovy uzivatel jsou vtakovém pfipadé timtéz
subjektem).
2.4. This document applies to the processing in which | 2.4. Tento dokument se vztahuje na zpracovani, ve

the Supplier acts as a Controller of personal data, i.e.,
processes the End User’s data for its own purposes. (The
processing of personal data, in which the Supplier acts as
a Processor, is regulated in a separate document
Agreement on the Processing of Personal Data for the
User.)

kterém Dodavatel vystupuje jako sprdvce osobnich
udajd, tj. zpracovdva udaje Koncového uZivatele pro
vlastni Ucely. (Zpracovani osobnich udajl, ve kterém
Dodavatel vystupuje v pozici zpracovatele, je upraveno
v samostatném dokumentu Smlouva o zpracovani
osobnich udajli pro UZivatele.)

2.5. All below-mentioned personal data is processed
by the Supplier as the Controller and thus defines the
specified purposes for which the personal data is
collected, determines the means of processing and is
responsible for its proper performance.

2.5. VSechny dale zminéné osobni Udaje zpracovdava
Dodavatel jakoZto spravce a tedy stanovuje vymezené
ucely, pro které jsou osobni Udaje shromazdovany,
urcuje prostredky zpracovani a odpovida za jejich radné
provedeni.

3. CATEGORIES OF PERSONAL DATA

3. KATEGORIE OSOBNiCH UDAJU

The Supplier processes the following categories of End
User personal data:

Dodavatel zpracovavd nasledujici kategorie osobnich
udajl Koncovych uzivatel(:

3.1. Identification data: mainly name and surname,
user name and password, or company reg. No., VAT No.
(if the End User is an entrepreneur);

3.1. Identifikacni udaje: zejména jméno a pfijmeni,
uZivatelské jméno a heslo, popt. 1O, DIC (pokud je
Koncovy uZivatel podnikatel);

3.2. Contact details: personal data allowing the
Supplier to contact the End User, in particular e-mail
address, telephone number, delivery or other contact
address, billing address;

3.2. Kontaktni udaje: osobni udaje, které Dodavateli
umozfuji kontakt s Koncovym uZivatelem, zejména e-
mailova adresa, telefonni ¢islo, doru€ovaci nebo jind
kontaktni adresa, fakturacni adresa;

3.3. Data related to Helpdesk use: especially
telephone call records, identification of sent messages,
including identifiers such as IP addresses.

3.3.  Udaje souvisejici s vyuZitim Helpdesk: zejména
zaznamy telefonnich hovor(, identifikace zaslanych
zprav, v¢. identifikator( jako jsou IP adresy.

3.4. Data relating to training, development or
consulting service use: in particular, signatures stated in
the reports on the work performed / on acceptance of
performance, attendance lists, etc.;

3.4. Udaje souvisejici s ¢erpanim skolicich,
vyvojovych nebo konzultacnich sluzeb: zejména podpisy
uvedené na protokolech o provedené praci/o akceptaci
plnéni, prezencnich listinach apod.;

3.5. End User order details: in particular, details of the
scope and form of the ordered/drawn-up Services,
method of payment, including the payment account
number, details of complaints;

3.5. Udaje o objednavkich Koncového uZivatele:
zejména udaje o rozsahu a formé
objednanych/¢erpanych Sluzeb, zplsobu platby, véetné
Cisla platebniho uctu, udaje o reklamacich;
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3.6. End User behaviour data when reading messages
distributed by the Supplier: in particular, times of
message opening/reading;

3.6. Udaje o chovani Koncového uiivatele pfi ¢teni
zprav, které Dodavatel distribuuje: zejména Ccasy
otevreni/precteni zprav;

3.7. End User setup: mainly End User account data,
evaluation of  provided Services, completed
questionnaires;

3.7. Nastaveni Koncového uzivatele: predevsim Udaje
v uctu Koncového uzivatele, hodnoceni Poskytovanych
sluZeb, vyplnéné dotazniky;

3.8. Other electronic data: in particular IP address
and its derived location, device identification, its
technical parameters such as the operating system and
its version, screen resolution, browser used and its
version, data obtained from cookies and similar
equipment identification technologies;

3.8. lJiné elektronické udaje: predevsim IP adresa a
od ni odvozend poloha, identifikace zafizeni, jeho
technické parametry jako operacni systém a jeho verze,
rozliSeni obrazovky, pouZity prohlizec a jeho verze, udaje
ziskané ze soubord cookie a obdobnych technologii pro
identifikaci zafizeni;

3.9. End User behaviour data within AVAplace and/or
DA: in particular, data on End User activity in the User
community, telemetry on End User movement, data on
the types of SPA used and how they are used;

3.9. Udaje o chovani Koncového uzivatele v ramci
AVAplace a/nebo DA: zejména Udaje o aktivité
Koncového uZivatele v Komunité uZivateld, telemetrie o
pohybu Koncového uZivatele, udaje o typech
pouzivanych DA a zpUsobu jejich pouzivani;

4. WHICH SOURCES ARE USED TO OBTAIN
PERSONAL DATA

4. ZJAKYCH zDROJU JSOU OSOBNIi UDAJE
ZiSKAVANY

4.1. The Supplier primarily processes the personal
data provided by the End User itself as part of ordering
the Services, creating and using the account, or in
communication with the Supplier. Personal data is also
obtained by monitoring the End User’s behaviour in

4.1. Dodavatel zpracovava predevsim osobni udaje,
které Koncovy uZivatel poskytne sam v ramci
objednavani Sluzeb, vytvareni a pouzivdni uctu, nebo pfi
komunikaci s Dodavatelem. Osobni Udaje jsou dale
ziskavany sledovanim chovani Koncového uzivatele

AVAplace and/or SPA, reading messages and other | v AVAplace a/nebo DA, pfi c¢teni zprav a  dalsi
communication. komunikace.

4.2. In connection with the performance of the | 4.2. V souvislosti s plnénim Smluvnich vztahl muze
Contractual relations, the Supplier may receive | Dodavatel na zakladé realizované platby
additional data from banks or partners operating the | obdrZet dodatecné U(daje od bank ¢i partner(

payment systems, such as the account number or the
successful execution of the payment, on the basis of the
realised payment.

provozujicich platebni systémy, napriklad udaj o Cislu
uctu nebo Uspésném provedeni platby.

5. LEGAL BASIS AND PURPOSE FOR
PROCESSING PERSONAL DATA

5. PRAVNI ZAKLAD A UCEL ZPRACOVANI
OSOBNICH UDAJU

As part of the provision of the Services, personal data is
only processed for the purpose of achieving any of the
legal titles specified below.

V ramci poskytovani Sluzeb dochazi ke zpracovani
osobnich Gdajd pouze za ucelem dosaZeni nékterého
z nize uvedenych pravnich tituld.

5.1. Performance of the Contract according to Article
6(1)(b) of the GDPR

5.1. Plnéni smlouvy dle ¢l. 6 odst. 1 pism. b)
Obecného nafizeni GDPR

5.1.1 This legal title is used in the case of personal data
processing for the purpose of fulfilment of the
contractual obligations of both parties (execution,
performance, change or termination of the contractual
relationship of the Supplier with the End User or the User
to which the End User belongs).

5.1.1 Tento prdvni titul je pouZit v pfipadé zpracovani
osobnich Udajd za ucelem plnéni smluvnich zavazkd obou
smluvnich stran (uzavreni, plnéni, zmény nebo ukonceni
Smluvniho vztahu Dodavatele s Koncovym uZivatelem,
resp. UZivatelem, k némuz Koncovy uZivatel nalezi).

The specific purpose may be, for example, provision of
the Service itself, identification of the party before
entering into Contractual relations, provision of
communication between the parties.

Konkrétnim Gcelem tedy mulzZe byt napf. samotné
poskytnuti Sluzby, identifikace smluvni strany pred
uzavienim Smluvniho vztahu, zajisténi komunikace mezi
smluvnimi stranami.
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5.1.2 For these purposes, the categories of personal
data mainly pursuant to paragraphs 3.1. to 3.9 are
processed.

5.1.2 Pro tyto Uucely jsou zpracovavany zejména
kategorie osobnich udajl dle odst. 3.1. az 3.9.

5.2. Legitimate interest pursuant to Article 6(1)(f) of | 5.2. Opravnény zdjem dle ¢l. 6 odst. 1 pism. f)
the GDPR Obecného nafizeni GDPR
5.2.1 If the conditions set out below are met, the GDPR | 5.2.1 P¥ti splnéni nize uvedenych podminek umoznuje

allows the Supplier to rely on the personal data
processing of its own subjective interest. In such case, the
end user has the right to object to the processing, the
right to erasure and the right to assess the legitimacy.
The legitimate interest must be defined by the Supplier,
it must prove necessary for the achievement of the
specified objective, it must pass the so-called balance
test (measurement of the interests of the Supplier in
relation to the interests and risks of the End User), it must
be actual and up-to-date for the given time and type of
processing.

Obecné narizeni GDPR Dodavateli opfit zpracovani
osobnich Udajd o vlastni, subjektivné stanoveny zajem.
Koncovy uZivatel mda vtakovém ptipadé pravo na
namitku proti vedenému zpracovani, pravo na vymaz a
také pravo posoudit opravnénost. Opravnény zajem musi
byt Dodavatelem definovan, musi se ukdazat jako
nezbytny pro dosazeni stanoveného cile, musi Uspésné
projit tzv. balanénim testem (poméreni zajmu
Dodavatele vici zajmdm a rizikim Koncového uZivatele),
musi byt skute¢nym a aktualnim pro dany cas i druh
zpracovani.

Such purpose is in particular the personalisation of the
Services provided so that End Users and Users provide
the highest value added; understanding how the Services
are used in order to improve the Services; improving and
refining the Services; obtaining information for creation
of internal statistics and overviews; developing new
Services; measuring traffic; ensuring the security of the
Services and protecting against their misuse; direct
marketing of Services; collection of receivables and legal
claims in general; evaluation of satisfaction.

Takovym ucelem je zejména personifikace
poskytovanych Sluzeb tak, aby Koncovym uZivatelim a
UZivatelim poskytovaly co nejvyssi pridanou hodnotu;
porozumeéni, jak jsou Sluzby vyuZivany s cilem Sluzby
vylepsit; zlepSovani a zkvalitdovani SluZeb; ziskani
informaci pro vytvéareni vnitfnich statistik a prehled(;
vyvoj novych SluZeb; méreni navstévnosti; zajisténi
bezpecnosti Sluzeb a ochrana proti jejich zneuzivani;
pfimy marketing Sluzeb;  vymahani pohledavek a
pravnich narokl obecné; hodnoceni spokojenosti.

5.2.2 For these purposes, the categories of personal
data pursuant to paragraphs 3.1. to 3.9 are processed in
particular.

5.2.2 Pro tyto Uucely jsou zpracovavany zejména
kategorie osobnich udajl dle odst. 3.1. az 3.9.

5.3. Fulfilment of a legal obligation pursuant to
Article 6(1)(c) of the GDPR

5.3.  Plnéni pravni povinnosti dle ¢l. 6 odst. 1 pism. c)
Obecného nafizeni GDPR

5.3.1 If the processing of personal data results from
specific national or European legislation, the Supplier is
obliged to process the personal data (the Supplier
cannot, e.g., reject official requests from the authorities).

5.3.1 Pokud zpracovani osobnich uadaji vyplyva z
konkrétni narodni ¢i evropské legislativy, je Dodavatel
povinen osobni Udaje zpracovavat (Dodavatel nemize
napt. nevyhovét oficidlni Zadosti Uradu).

5.3.2 For these purposes, the categories of personal
data mainly pursuant to paragraphs 3.1. to 3.5. are
processed.

5.3.2 Pro tyto Uucely jsou zpracovdvany zejména
kategorie osobnich udajl dle odst. 3.1. aZ 3.5.

5.4. Processing with consent pursuant to Article
(6)(1)(a) of GDPR

5.4. Zpracovani se souhlasem dle ¢l. 6 odst. 1 pism. a)
Obecného natizeni GDPR

5.4.1 Processing of personal data to which the End User
gives explicit consent. The form of such consent is
precisely defined in the GDPR. Upon appropriate request,
the supplier is obliged to prove that the consent has
taken place (who, when, how and what consent has been
granted). In such case, the request for consent to the
processing of personal data shall be submitted by the
Supplier separately from other facts.

5.4.1 Zpracovani osobnich udaji, ke kterému dava
Koncovy uZivatel vyslovny souhlas. Podoba takového
souhlasu je presné definovand v Obecném nafizeni
GDPR. Dodavatel je povinen na pftislusnou vyzvu dolozit,
Ze k souhlasu doslo (kdo, kdy, jak a k ¢emu byl souhlas
udélen). Zadost o souhlas se zpracovanim osobnich tdaj
bude vtakovém pfipadé Dodavatelem predloZena
oddélené od ostatnich skutecnosti.

5.4.2 For these purposes, the categories of personal
data pursuant to paragraph 3.9 are processed (or
according to the scope specified in the given consent).

5.4.2 Pro tyto Uucely jsou zpracovdvany zejména
kategorie osobnich Udajl dle odst. 3.9. (resp. dle rozsahu
uvedeném v daném souhlasu).
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6. RETENTION OF PERSONAL DATA

6. UCHOVAVANI OSOBNIiCH UDAJU

6.1. The Supplier shall not retain personal data for a
period longer than is necessary to achieve the purposes
for which it was collected.

6.1. Dodavatel neuchovdvd osobni Udaje po dobu
delsi, neZ je nezbytné k dosazeni ucell, pro které byly
sebrany.

6.2. Where possible, the Supplier shall, after the lapse
of the relevant period, proceed to irreversible
pseudonymisation of personal data (instead of deleting
it).

6.2. Kde jeto moZné, pfistupuje Dodavatel po uplynuti
pfislusného obdobi k nevratné anonymizaci nebo
pseudonymizaci osobnich Udajli (namisto jejich
vymazani).

6.3. The storage period of personal data differs, while
respecting the above and depending on the legal title
chosen.

6.3. Doba ukladani osobnich Gdaju se pfi respektovani
vySe uvedeného a v zavislosti na zvoleny pravni titul lisi.

6.3.1 The Supplier shall keep personal data for the
purpose of Contract performance for the duration of the
respective Contractual relations, or for the duration of
any related complaint periods or related communication.

6.3.1 Osobni Udaje za Uucelem pInéni smlouvy
Dodavatel uchovdva po dobu trvani pfislusného
Smluvniho vztahu, respektive po dobu trvani pripadnych
navazujicich  reklamacnich IhGt nebo souvisejici
komunikace.

6.3.2 Personal data for the purpose of legitimate
interest shall be retained by the Supplier for the duration
of the legitimate interest.

6.3.2 Osobni Udaje za ucelem opravnéného zajmu
Dodavatel uchovdva po dobu trvani opravnéného zajmu.

In order to protect legal claims, personal data is
processed for the duration of the limitation period and
for one (1) year after the expiry of the limitation period
with regard to claims made at the end of the limitation
period. In the event of initiation of legal, administrative
or other proceedings, the Supplier shall process the
personal data to the necessary extent for the entire
duration of such proceedings and the remainder of the
limitation period after its termination.

Za ucelem ochrany pravnich narokd jsou osobni udaje
zpracovavany po dobu trvani promlceci doby a jesté
jeden (1) rok po jejim uplynuti s ohledem na naroky
uplatnéné na konci promlceci doby. V pfipadé zahdjeni
soudniho, spravniho nebo jiného fFizeni zpracovava
Dodavatel osobni Udaje v nezbytném rozsahu po celou
dobu trvani takovych fizeni a zbyvajici ¢ast promlceci
doby po jeho ukonceni.

For the other stated purposes, personal data is used for
a maximum period of six (6) months from the
deactivation of the given End User.

Pro ostatni uvedené ucely jsou osobni Udaje pouzivany
nejdéle po dobu Sesti (6) mésicl od zneaktivnéni daného
Koncového uZivatele.

6.3.3 Personal data for the purpose of fulfilment of a
legal obligation shall be retained by the Supplier for the
period necessary for fulfilment of the legal obligations,
no longer than ten (10) years from the deactivation of the
given End User.

6.3.3 Osobni udaje za ucelem plnéni pravni povinnosti
Dodavatel uchovavd po dobu nezbytné nutnou pro
splnéni danych pravnich povinnosti, nejdéle deset (10)
let od zneaktivnéni daného Koncového uzivatele.

6.3.4 When processing with consent of the Supplier,
the Supplier shall keep the personal data for the period
of its proper consent.

6.3.4 Osobni uUdaje pfi zpracovani se souhlasem
Dodavatel uchovavd po dobu, po kterou disponuje
fadnym souhlasem.

7. NOTIFICATION OF CHANGES

7. OZNAMOVANI ZMEN

7.1. The Supplier undertakes to communicate any
changes that may affect the form, scope or purpose of
the personal data processing within the individual
Services, transparently and comprehensibly.

7.1. Dodavatel se zavazuje komunikovat pripadné
zmény, které se v ramci jednotlivych SluZzeb déji a mohou
ovlivnit podobu, rozsah ¢i ucel zpracovani osobnich
udaja, transparentné a srozumitelné.

The following communication channels shall generally be
used by the Supplier for this purpose: e-mail, provision of
information at the moment of login to AVAplace and/or
SPA (with explanation of changes made and options to
approve them before further use), on the page of the

Obecné budou za tim uUcelem Dodavatelem vyuZivany
nasledujici komunikac¢ni kanaly: e-mail,  poskytnuti
informace v momenté ptihlaseni do AVAplace a/nebo DA
(s vysvétlenim provedenych zmén a mozZnosti je pred
dalsim uzitim odsoubhlasit), na strance dotcené Sluzby; a
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Service concerned; and in selected cases in the form of a
blanket message (general information campaign) -
publication of a new version of this Privacy Policy.

ve vybranych pripadech formou plosného sdéleni
(obecna informacni kampan) — zverejnénim nové verze
téchto Privacy Policy.

8.  SHARING OF DATA

8.  SDILENi UDAJU

8.1. In most cases, the Supplier processes personal
data for its own purposes as a controller. In such case, it
shall transfer the data to its suppliers to ensure payment
and other formalities associated with proper provision of
the Service. In such case, these suppliers are also in the
role of Controller; this particularly concerns the following
entities:

8.1. Ve vétsiné pripadl zpracovava Dodavatel osobni
Udaje pro vlastni ucely jako jejich spravce. V takovém
pfipadé Udaje predava svym dodavatellm pro zajisténi
platby a dalSich nalezitosti spojenych sfadnym
poskytnutim Sluzby. Tito dodavatelé se v takovém
pfipadé rovnéZ nachazeji v roli spravce, jedna se zejména
o nasledujici subjekty:

8.1.1 Supplier Partners. The current list of Partners is
freely available in AVAplace.

8.1.1 Partnefi Dodavatele. Aktualni seznam Partnerd je
volné k dispozici v AVAplace.

8.1.2 Suppliers operating payment systems for the
purposes of payment, especially in connection with card
payment, in particular Ceskoslovenska obchodni banka,
a.s. Company reg. No.: 00001350, registered office Praha
5, Radlicka 333/150, Postcode 15057, Czech Republic;
PayU S.A., ul. Grunwaldzka 182, 60-166 Poznan, Republic
of Poland, NIP: 779-23-08-495.

8.1.2 dodavatelé provozujici platebni systémy pro
potfeby zajisténi platby, predevsim v souvislosti s
platbou kartou, zejména spole¢nostem Ceskoslovenska
obchodni banka, a.s. ICO: 00001350, sidlo Praha 5,
Radlickd 333/150, PSC 15057, Ceska republika; PayU S.A.,
ul. Grunwaldzka 182, 60-166 Poznan, Polskd republika,
NIP: 779-23-08-495.

8.2. The Supplier shall further transfer the personal
data to other processors who only process it according to
the instructions of the Supplier and only for the purposes
described above in Article 0. Such processors shall be:

8.2. Dodavatel dale pfedavd osobni udaje dalSim
zpracovatellim, ktefi je zpracovavaji pouze dle pokynl
Dodavatele a pouze pro Ucely popsané vyse v ¢lanku O.
Takovymi zpracovateli jsou:

8.1.2 Supplier Partners. The current list of Partners is
freely available in AVAplace.

8.2.1 Partnefi Dodavatele. Aktualni seznam Partnerd je
volné k dispozici v AVAplace.

8.3. The Supplier may also be required to share, store
or display data by an official, legally based request of a
supervisory authority (i.e. the Office for Personal Data
Protection) or another, national or Union official body.

8.3. Ke sdileni, uchovani ¢i zobrazeni udaji muze
Dodavatele rovnéz pfimét oficidlni, pravné podlozend
74dost dozorového ufadu (ti. Ufadu pro ochranu
osobnich 4dajt) ¢i jiného, narodniho nebo unijniho
uredniho organu.

8.4. Inother cases, the Supplier shall always only share
pseudonymised data (e.g. for the purposes of monitoring
telemetry, etc.).

8.4. V ostatnich pripadech sdili Dodavatel vidy pouze
anonymizovana nebo pseudonymizovana data (napf. pro
potieby sledovani telemetrie apod.).

9. TRANSFER OF PERSONAL DATA TO
NON-EU COUNTRIES

9. PREDAVANI OSOBNiCH UDAJU MIMO
EU

9.1. As part of the data transfer to the Supplier’s
processors referred to in Article 0, the Supplier may also
transfer personal data to third countries outside the
European Economic Area that do not ensure an adequate
level of personal data protection. Any such transfer shall
only be carried out by the Supplier if the respective
processor undertakes to comply with the standard
contractual clauses issued by the European Commission
and available at:

9.1. Vramci predani udajl zpracovatelim Dodavatele
uvedenym v ¢lanku 0 mdZe Dodavatel predat osobni
udaje také do tfetich zemi mimo Evropsky hospodarsky
prostor, které nezajistuji odpovidajici Uroveri ochrany
osobnich Udaja. Veskeré takové predavani bude
Dodavatel uskutecnovat pouze v pfipadé, Ze se prislusny
zpracovatel zavaze dodrzovat standardni smluvni dolozky
vydané Evropskou komisi a dostupné na adrese:

http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2004:

http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2004:

385:0074:0084:CS:PDF

385:0074:0084:CS:PDF
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10. SUMMARY OF DATA SUBIJECT RIGHTS

10. SOUHRN PRAV SUBJEKTU UDAJU

The End User has the following rights arising directly from
the GDPR:

Koncovému uzivateli plynou pfimo z Obecného nafizeni
GDPR nasledujici prava:

10.1. The right of access

10.1. Pravo na pfistup

The End User has the right to know what personal data
the Supplier processes about the End User, for what
purpose, for how long, where it obtains it, to whom it
transfers it, who other than the Supplier processes it and
what other rights related to the personal data they have.
All this is stated in this Privacy Policy document.

Koncovy uzivatel ma pravo védét, jaké osobni Udaje o
ném Dodavatel zpracovava, za jakym ucéelem, po jakou
dobu, kde je ziskdva, komu je preddvd, kdo je mimo
Dodavatele zpracovdva a jakd ma dalsi prava souvisejici
se zpracovanim osobnich udaji. To vSe je uvedeno
v tomto dokumentu Privacy Policy.

If the End User is not sure which personal data the
Supplier processes, it may request confirmation whether
the concerned personal data is or is not processed by the
Supplier. And if so, the End User has the right to access
this personal data. Under the right of access, the
Supplier's End User may request a copy of the personal
data processed, with the Supplier providing the first copy
free of charge and the other copies subject to a fee.

Pokud si Koncovy uZivatel neni jisty, které osobni tdaje o
ném Dodavatel zpracovavd, mlze pozadat o potvrzeni,
zda osobni udaje, které se ho tykaji, jsou ¢i nejsou
Dodavatelem zpracovavany. A pokud tomu tak je, ma
pravo ziskat pristup k témto osobnim adajim. V ramci
prava na pfistup miZe Koncovy uZivatel Dodavatele
pozadat o kopii zpracovavanych osobnich Gdaju, pficemz
prvni kopii poskytne Dodavatel bezplatné a dalsi kopie jiz
s poplatkem.

10.2. Right to rectification

10.2. Pravo na opravu

If the End User finds that their personal data processed
by the Supplier is inaccurate or incomplete, it has the
right to have it corrected or supplemented without
undue delay.

Pokud Koncovy uZivatel zjisti, Ze osobni udaje, které o
ném Dodavatel zpracovava, jsou nepresné nebo nelpliné,
ma pravo na to, aby byly bez zbytecného odkladu
opraveny nebo doplnény.

The End User can easily correct the selected personal
data in its user account.

Opravu vybranych osobnich tdajli mGzZe Koncovy uZivatel
provést jednoduse ve svém uZivatelském uctu.

10.3. Theright to erasure

10.3. Pravo navymaz

In some cases, the End User has the right to delete the
Supplier’s personal data. In this case, personal data will
be deleted if one of the following reasons is met:

V nékterych pfipadech ma Koncovy uZivatel pravo, aby
Dodavatel jejich osobni Udaje vymazal. Osobni Udaje
budou v takovém pfipadé vymazany, pokud je splnén
néktery z nasledujicich dlvodu:

10.3.1 the Supplier no longer needs personal data for the
purposes for which it was processed;

10.3.1 osobni Udaje jiz Dodavatel nepotrebuje pro ucely,
pro které je zpracovaval;

10.3.2 The End User withdraws the consent to the
processing of personal data, where the processing
requires such consent and, at the same time, the Supplier
has no other reason why it needs to continue processing
such data;

10.3.2 Koncovy uzivatel odvola souhlas se zpracovanim
osobnich udajl, pficemZ se jednd o udaje, k jejichz
zpracovani je souhlas nezbytny a zaroven Dodavatel
nema jiny dlvod, pro¢ tyto Udaje potrebuje nadale
zpracovavat;

10.3.3 The End User shall exercise their right to object to
the processing of personal data processed by the
Supplier on the basis of legitimate interests, and the
Supplier shall find that it no longer has any such
legitimate interests that would justify such processing;

10.3.3 Koncovy uzivatel vyuZije svého prava vznést
namitku proti zpracovani u osobnich udajd, které
Dodavatel zpracovava na zakladé opravnénych zajmd, a
Dodavatel shled3, Ze jiz Zadné takové opravnéné zajmy,
které by toto zpracovani opravriovaly, nema;

10.3.4 The End User believes that the processing of
personal data performed by the Supplier has ceased to
be in accordance with generally binding regulations;

10.3.4 Koncovy uZivatel se domniva, Zze Dodavatelem
provadéné zpracovani osobnich Udaji prestalo byt v
souladu s obecné zavaznymi predpisy;

If one of the above-mentioned reasons is concerned, this
does not mean that the Supplier immediately deletes all
personal data. This right does not apply if the processing
of personal data is still necessary for the fulfilment of the

Pokud pujde o jeden zvySe uvedenych dlvodd,
neznamena to, Ze Dodavatel ihned smaze vSechny osobni
udaje. Toto pravo se totiZz neuplatni v pfipadé, Ze
zpracovani osobnich Udaji je i nadale nezbytné pro

Document reference No.: $261/02

Page: 7 of 10




cJJ rECco

SOLUTIONS

Asseco Solutions, a.s.
Privacy Policy

legal obligation of the Supplier or the determination,
exercise or defence of the legal rights of the Supplier. In
order to maintain the integrity of the system, the
Supplier mainly pseudonymises the data.

splnéni pravni povinnosti Dodavatele nebo urceni, vykon
¢i obhajobu pravnich narokl Dodavatele. Dodavatel za
Uucelem zachovani integrity systému data predevsim
anonymizuje ¢i pseudonymizuje.

10.4. Right to restriction of processing

10.4. Pravo na omezeni zpracovani

This right allows the End User in certain cases to request
that their personal data be marked and that this data is
not subjected to any further processing operations — in
this case, however, not forever (as in the case of the right
of erasure), but for a limited period of time. The Supplier
must restrict the processing of personal data if:

Toto pravo umoznuje Koncovému uzivateli v urcitych
pripadech poZadovat, aby doslo k oznaceni jeho osobnich
udajd a tyto udaje nebyly predmétem Zadnych dalsich
operaci zpracovani — v tomto pfipadé vsak nikoliv navzdy
(jako v pfipadé prava na vymaz), ale po omezenou dobu.
Zpracovani osobnich Gdaji musi Dodavatel omezit,
pokud:

10.4.1 The End User denies the accuracy of the personal
data (before agreeing on what data is correct);

10.4.1 Koncovy uZzivatel popird pfesnost osobnich udaja
(nez dojde k dohodé, jaké udaje jsou spravné);

10.4.2 The End User believes that the Supplier processes
personal data without a sufficient legal basis (e.g. beyond
what it must process), but does not insist on its erasure
(priority limitation, as it expects, for example, that it
would provide such data in the future);

10.4.2 Koncovy uZivatel se domniva, Ze Dodavatel
zpracovava osobni uUdaje bez dostate¢ného pravniho
zakladu (napf. nad rdmec toho, co zpracovavat musi), ale
netrva na jejich vymazu (upfednostni omezeni, protoze
napi. ocekavd, ze v budoucnu takové udaje stejné
poskytne);

10.4.3 the personal data is no longer needed by the
Supplier for the above-mentioned processing purposes,
but the End User requires it to determine, exercise or
defend their legal claims;

10.4.3 osobni Udaje jiz Dodavatel nepottfebuje pro shora
uvedené Ucely zpracovani, ale Koncovy uZivatel je
pozadujete pro urceni, vykon nebo obhajobu svych
pravnich naroka;

10.4.4 The End User objects to the processing. For the
period during which the Supplier investigates, if the
objection is justified, the Supplier is obliged to limit the
processing of personal data.

10.4.4 Koncovy uzivatel vznese namitku proti zpracovani.
Po dobu, po kterou Dodavatel Setfi, je-li namitka
opravnénd, je Dodavatel povinen zpracovani osobnich
udajd omezit.

10.5. Right to portability

10.5. Pravo na prenositelnost

The End User has the right to obtain from the Supplier all
personal data provided by the Supplier and processed by
the Supplier on the basis of the consent and performance
of the Contractual relations. Personal data shall be
provided in a structured, standard machine readable
format. In order for the Supplier to be able to easily
transfer data upon request, it can only be data that is
processed automatically in electronic databases.

Koncovy uzivatel ma prdvo ziskat od Dodavatele viechny
osobni udaje, které sam poskytl a které Dodavatel
zpracovava na zakladé souhlasu a na zakladé plnéni
Smluvniho vztahu. Osobni Udaje budou poskytnuty ve
strukturovaném, bézné pouzivaném a strojové Citelném
formatu. Aby mohl Dodavatel na Zadost udaje snadno
prevést, mlzZe se jednat pouze o Udaje, které zpracovava
automatizované v elektronickych databazich.

10.6. Right to object

10.6. Pravo vznést ndmitku proti zpracovani

The end user has the right to object to the processing of
personal data, which occurs on the basis of a legitimate
interest. In the case of marketing activities, the Supplier
shall cease to process personal data without further ado.
Otherwise, it shall do so unless there are compelling
legitimate grounds for continuing such processing.

Koncovy uZivatel ma pravo vznést namitku proti
zpracovani osobnich udajd, k némuz dochazi na zakladé
opravnéného zdjmu. Jde-li o marketingové aktivity,
prestane Dodavatel osobni U(daje zpracovdvat bez
dalsiho. V ostatnich ptipadech tak ucini, pokud nebude
mit zavainé opravnéné dlvody pro to, aby v takovém
zpracovani pokracoval.

10.7. Right to lodge a complaint

10.7. Pravo podat stiznost

The exercise of rights in the above manner does not
affect the right of the End User to lodge a complaint with
the relevant supervisory authority. This right may
particularly be exercised by the End User if they believe
that the Supplier is processing personal data without
authorisation or in violation of generally binding legal

Uplatnénim prav vySe uvedenym zpUsobem neni nijak
dotceno pravo Koncového uZivatele podat stiznost u
pfislusného dozorového Ufadu. Toto pravo mizZe
Koncovy uZivatel uplatnit zejména v pripadé, Ze se
domniva, Ze Dodavatel osobni Udaje zpracovava
neopravnéné nebo v rozporu s obecné zavaznymi
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regulations. The End User may lodge a complaint against
the processing of personal data with the Office for
Personal Data Protection, which is located at Lt.
Col. Sochora 27, 170 00 Praha 7, Czech Republic.

pravnimi  predpisy. Stiznost proti provadénému
zpracovani osobnich Udajd mliZe Koncovy uZivatel podat
u Utadu pro ochranu osobnich tdaja, ktery sidli na adrese
Pplk. Sochora 27, 170 00 Praha 7, Ceska republika.

11. EXERCISING DATA SUBJECT RIGHTS

11. UPLATNENIi PRAV SUBJEKTU UDAJU

11.1. To exercise the rights mentioned above, use the
settings tools directly in the End User's (Administrator)
user account, and further enter the request via the
Helpdesk.

11.1. Kuplatnéni prav vySe uvedenych slouZi nastroje
nastaveni pfimo v uZivatelském Gc¢tu Koncového
uzivatele (Administratora), a ddle zadani pozadavku
prostfednictvim Helpdesk.

11.2. The Supplier shall process the request without
undue delay, but within a maximum of one (1) month. In
exceptional cases, especially due to the complexity of the
request, the Supplier is entitled to extend this period by
another two (2) months. The Supplier shall inform about
such possible extension and its justification.

11.2. Dodavatel vyridi Zadost bez zbytecného odkladu,
maximalné vsak do jednoho (1) mésice. Ve vyjimecnych
pfipadech, zejména z dlvodu sloZitosti poZadavku, je
Dodavatel opravnén tuto lhdtu prodlouZit o dalsi dva (2)
mésice. O takovém pfipadném prodlouZeni a jeho
zdUdvodnéni bude Dodavatel informovat.

12. SECURITY OF PERSONAL DATA

12. zZABEZPECENIi OSOBNICH UDAJU

12.1. The supplier guarantees appropriate technical,
procedural and organisational measures that ensure a
level of security appropriate to the risk.

12.1. Dodavatel zarucuje vhodna technicka, procesni a
organizaéni opatreni, ktera zajistuji Uroven zabezpedeni
odpovidajici danému riziku.

12.2. This mainly includes the following:

12.2. Zejména se jedna o nasledujici:

12.2.1 a system of access rights and verification of their
effectiveness in order to prevent unauthorised persons
from access;

12.2.1 systém pfistupovych prav a ovérovani jejich
u¢innosti tak, aby se k nim nedostaly neoprdvnéné
osoby;

12.2.2 The Supplier regularly backs up and technically
secures personal data in accordance with existing
security trends;

12.2.2 Dodavatel osobni data pravidelné zalohuje a
technicky zabezpeduje v souladu s existujicimi
bezpecnostnimi trendy;

12.2.3 The Supplier has taken procedural and technical
measures against data theft;

12.2.3 Dodavatel pfijal procesni i technickd opatfeni
proti kradezi dat;

12.2.4 according to the type and need of processing, the
Supplier pseudonymises and/or encrypts personal data;

12.2.4 dle druhu a potfeby zpracovani Dodavatel osobni
udaje  pseudonymizuje a/nebo  Sifruje  a/nebo
anonymizuje;

12.2.5 The Supplier generally applies the principle of
minimising the processing of personal data;

12.2.5 Dodavatel obecné aplikuje princip minimalizace
zpracovavani osobnich udajq;

12.2.6 The Supplier has taken measures to ensure the
ongoing confidentiality, integrity, availability and
resilience of processing systems and services; has
processes and tools to restore timely availability and
access to personal data in the event of a physical or
technical incident;

12.2.6 Dodavatel pfijal opatfeni pro zajisténi pribézné
dlvérnosti, integrity, dostupnosti a odolnosti systéma
zpracovani a sluzeb; ma procesy a ndstroje pro obnoveni
v€asné dostupnosti a pfistupu k osobnim ddajim v
pripadé fyzického nebo technického incidentu;

12.2.7 The Supplier shall regularly test, evaluate and
assess the effectiveness of technical and organisational
measures to ensure processing security;

12.2.7 Dodavatel  pravidelné  provadi testovani,
hodnoceni a posouzeni efektivity technickych
a organizacnich opatfeni pro zajisténi zabezpeceni

zpracovani;

12.2.8 The Supplier ensures the scope of access to
personal data through a system of authorisations and
monitors and archives these authorisations;

12.2.8 Dodavatel zabezpecuje rozsah pristupu k osobnim
udajlim prostrednictvim systému opravnéni a tato
opravnéni monitoruje a archivuje;

12.2.9 The Supplier stores data in secure data centres.

12.2.9 Dodavatel data uklada v zabezpecéenych datovych
centrech.

Document reference No.: $261/02

Page: 9 of 10




cJJ rECco

SOLUTIONS

Asseco Solutions, a.s.
Privacy Policy

13. REPORTING IN CASE OF PERSONAL
DATA BREACH/LEAKAGE

13. NAHLASOVANI V PRIPADE
NARUSENi/UNIKU OSOBNiCH UDAJU

13.1. If a personal data breach occurs and the nature
and extent of the breach is likely to result in a high risk to
the rights and freedoms of the End User, the Supplier
shall notify the End User of this fact without undue delay.
The notification shall contain a clear description of the
nature of the personal data breach and at least the
following information:

13.1. Dojde-li k naruseni zabezpeceni osobnich udajl a
bude pravdépodobné, Ze povaha a rozsah naruseni bude
mit za ndsledek vysoké riziko pro prava a svobody
Koncového uZivatele, Dodavatel tuto skute¢nost oznami
Koncovému uZivateli bez zbytecného odkladu. V
ozndmeni bude obsahovat srozumitelny popis povahy
poruseni zabezpeceni osobnich Udaji a pfinejmensim
nasledujici informace:

13.1.1 name and contact details of the person

competent to deal with the situation;

13.1.1 jméno a kontaktni Udaje osoby kompetentni
k Feseni situace;

13.1.2 a description of the probable consequences of the
violation of personal data protection;

13.1.2 popis pravdépodobnych dlsledkl naruseni

ochrany osobnich udaju;

13.1.3 a description of the measures taken or proposed
to address the situation.

13.1.3 popis pfijatych ¢i navrzenych opatfeni k reseni
vzniklé situace.

13.2. The Supplier shall not accept the above steps if
the established measures make the personal data
incomprehensible (pseudonymisation of personal data,
encryption) if the Supplier has taken such measures that
the risk to the rights and freedoms of the End User is
unlikely to manifest and if this would require
disproportionate effort. In such case, the Supplier shall
proceed to the information in the form of a public notice
or similar measure in accordance with the GDPR.

13.2. K vySe uvedenym kroklm Dodavatel nepfistoupi
za situace, pokud zavedena opatfeni Cini napadené
osobni Udaje nesrozumitelnymi (anonymizace osobnich
udaj, Sifrovani), pokud Dodavatel pfijal takova opatreni,
Ze se riziko pro prava a svobody Koncového uZivatele
pravdépodobné neprojevi a pokud by to vyZzadovalo
nepfimérené Usili. V takovém pripadé pfistoupi
Dodavatel v souladu s Obecnym nafizenim GDPR k
informovani ve formé verejného oznameni nebo
podobného opatreni.

14. CONTACT DETAILS

14. KONTAKTY

14.1. In case you have a query concerning personal
data, it is possible to contact the Supplier at any time by
e-mail at dpo-cz@assecosol.com or at the address of the
registered office of the Supplier.

14.1. V pfipadé dotazu tykajiciho se osobnich udajl je
mozné Dodavatele kdykoliv kontaktovat prostfednictvim
emailové adresy dpo-cz@assecosol.com nebo na adrese
sidla Dodavatele.

15. FINAL PROVISIONS

15. ZAVERECNA USTANOVENI

15.1. This version of the Privacy Policy becomes
effective on 1 November 2020.

15.1. Tato verze Privacy Policy nabyva platnosti a
ucinnosti dne 01.11.2020.

If there is a conflict between the Czech and
English/Slovak versions of the above provisions, the
provisions of the Czech version shall prevail.

V ptipadé rozporu mezi ¢eskym a anglickym/slovenskym
znénim vySe uvedenych ustanoveni plati ustanoveni
Ceské verze.
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